DEPARTMENT OF THE ARMY
U.S. ARMY SPACE AND MISSILE DEFENSE COMMAND

POST OFFICE BOX 1500
HUNTSVILLE, ALABAMA 35807-3801

26 March 2001

MEMORANDUM FOR ALL CONTRACTOR PERSONNEL

SUBJECT: Security Alert By The FBI

The following security advisory was provided to U.S. Army Space and Missile Defense
Command. Please insure that your personnel are advised of this information. If they
were involved in an incident such as outlined below, have them directly contact your
assigned Industrial Security Representative of the Defense Sccurity Service, at (256)-
876-1548/1551

The following Security Alert was received from the FBI:

ATTEMPTS HAVE BEEN MADE MNATIONWIDE TO PENETRATE THE
SECURITY OF FEDERAL (TO INCLUDE FBI) SPACES, AND THOSE OF
DOD CONTRACTORS. THEY HAVE ALSQO APPEARED AT THE HOMES OF
FEDERAL AGENTS AND DOD CONTRACTORS. THESE PERSON3,
APPARENT FOREIGN NATIONALS, CLAIM TCO BE ART STUDENTS
SELLING PAINTINGS TO SUPPORT THEIR SCHOOL. IF ONE AGREES
TO BUY A PAINTING, THE "STUDENT" SEEKS TO USE THAT PERSON'S
TELEPHONE TO CALL THE STUDENTS "PROFESSOR" FOR APPROVAL OF
THE SALE. THE STUDENT ALSO OFFERS ON-SITE FRAMING OF THE
PAINTING BY A THIRD PARTY.

ANYONE THAT HAS BEEN APPROACHED BY THESE INDIVIDUALS, OR IS
AWARE QOF SUCH AN APPROACH, REPORT THE INCIDENT TO THE
DEFENSE SECURITY SERVICE IN ACCORDANCE WITH THE ABOVE
INSTRUCTIONS.

Sincerely,

MARK J. LUMER

Principal Assistant Responsible
For Contracting



